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In November 2021, Congress enacted the Infrastructure Investment and Jobs Act (IIJA), which 
reauthorized federal capital and preventive maintenance grants to the Washington Metropolitan 
Area Transit Authority (WMATA), including $150 million annually through the Passenger Rail 
Investment and Improvement Act of 2008 (PRIIA) for fiscal years (FYs) 2022–2030. IIJA made 
access to these funds contingent on WMATA’s implementation of reforms to the Office of 
Inspector General (OIG) and its capital planning process.  
 
Section 30019(d)(2)(E)(iii) of the IIJA requires the WMATA OIG to submit congressionally 
mandated reports two and five years after enactment assessing WMATA’s progress in 
implementing the IIJA-related obligations and evaluating its use of funding authorized by the 
District of Columbia (D.C.), Maryland, and Virginia Dedicated Funding Agreements. The reports 
must include four core components: (1) an assessment of WMATA’s effective use of dedicated 
funding to support major capital improvement projects; (2) a discussion of WMATA’s compliance 
with strategic plan deadlines established under the jurisdictional Dedicated Funding 
Agreements; (3) an examination of WMATA’s compliance with the reform requirements, 
including identifying any challenges to implementation; and (4) recommendations to WMATA to 
improve implementation. 
 
OIG issued the report, “Review of WMATA’s Compliance with the Infrastructure Investment and 
Jobs Act,” in November 2023 (Year-Two Report).1 The report highlighted how WMATA had 
begun implementing IIJA-driven reforms and noted improvements in WMATA’s capital planning 
and asset management practices, including the adoption of documented policies and 
procedures, enhanced asset inventory standards, and the development of performance 
measures for major capital projects. However, the Year-Two Report also identified ongoing 
challenges in fully implementing performance measurement frameworks and ensuring that 
Dedicated Funding is used effectively to achieve the intended outcomes.  
 
As part of the Year-Two Report, OIG issued three recommendations to strengthen compliance 
and internal controls, including evaluating the prioritization process against industry best 
practices, formalizing definitions for major funding program categories to improve project 
comparison and selection, and amending human capital and procurement policies to implement 
the IIJA-mandated OIG independence reforms. As of September 30, 2024, WMATA had 
implemented steps to ensure OIG independence by issuing a Board Resolution2 and two Staff 

 
1 https://wmataoig.gov/wp-content/uploads/2023/11/Review-of-WMATAs-Compliance-with-Infrastructure-Investment-and-Jobs-Act-IG-Final.pdf. 
 
2 WMATA Board Resolution 2021-46: Reforms to Office of Inspector General. December 9, 2021. 
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Notices3 addressing one of the three recommendations. Additionally, in July 2026, the Office of 
Capital Planning and Programming submitted a memorandum4 to the OIG demonstrating 
implementation of the remaining two recommendations related to the prioritization process and 
definitions. 
 
Capital Investments and Dedicated Funding Agreements 
 
WMATA’s capital investments are funded through a combination of federal grants, state and local 
contributions, and debt financing. From FYs 2020-2025, WMATA received nearly $13.7 billion in 
funding for capital assets, with the largest share allocated to the Railcar & Railcar Facilities and 
Rail Systems investment categories. Over this period, capital funding was sourced primarily from 
federal grants (over $3.2 billion) and state and local contributions (over $5.6 billion), with 
additional funds raised through long-term debt. Annually, D.C., Maryland, and Virginia 
collectively provide $500 million in dedicated capital funding. The dedicated funding is governed 
by three separate legislative actions that outline the requirements that WMATA must meet to 
receive, manage, and use the funds: Chapter 34 of title 33.2 of the Code of Virginia, Section 10-
205 of the Transportation Article of the Code of Maryland, and Section 6002 of the Dedicated 
WMATA Funding and Tax Changes Affecting Real Property and Sales Amendment Act of 2018 
(together, the Dedicated Funding Agreements).  
 
This dedicated funding is intended to restore WMATA’s assets to a state of good repair (SOGR), 
improve safety and reliability, and support major capital projects across the following six 
investment categories:  
 
1. Railcar & Railcar Facilities (replacement and rehabilitation of railcars and maintenance 

facilities);  
 

2. Stations & Passenger Facilities (elevators, escalators, fare collection equipment, fire safety 
systems, parking, and passenger amenities at all 98 Metrorail stations);  
 

3. Rail Systems (propulsion power, signals, and communications);  
 

4. Bus, Bus Facilities, & Paratransit (replacement and maintenance of buses and paratransit 
vehicles); 

 
3 WMATA. Staff Notice 2024-12: Guidelines for Procurement and Human Capital Activities of the Office of Inspector General. March 2024. WMATA Staff Notice 2024-28: 
Guidelines for Submission of the Office of Inspector General’s Budget for Approval by WMATA’s Board of Directors. September 2024. WMATA Policy Instruction 13.4/5: The 
Office of the Inspector General. September 2024. 
 
4 Office of Inspector General. WMATA’s Capital Planning Process and the Infrastructure Investment Job Act (IIJA): Response Memo. July 7, 2026. 
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5. Track & Structures Rehabilitation (running rail, crossties, third rail, retaining walls, and 
bridges); and  
 

6. Business & Operations Support (information technology (IT) assets, Metro Transit Police 
facilities, and non-revenue vehicles). 

 
WMATA does not typically designate a single project as funded solely by dedicated funding; 
rather, dedicated funding flows through a pooled capital program alongside federal grants 
(PRIIA/formula), debt, and jurisdictional contributions.  
 
WMATA’s Dedicated Funding Process  
 
Historically, WMATA relied on annual appropriations from its jurisdictional partners, but in 2018, 
Virginia, Maryland, and D.C. established the agency’s first dedicated capital funding stream. 
Dedicated funds are primarily authorized for CIPs, federal grant matching, and debt service. Each 
jurisdiction places different restrictions on the use of the funds, such as Virginia’s “restricted” 
account, which cannot be used for debt service, and D.C.’s requirement for the dedicated 
funding grant to be expended for eligible SOGR projects as defined by D.C. 
 
WMATA’s Funds and Grants Management team is responsible for identifying and assigning fund 
sources. The Capital Budget Management and Capital Financial Reporting teams support fund 
allocation and ensure compliance with reporting requirements. The Office of 
Accounting/Accounts Receivable invoices and receives dedicated funding, except for Virginia, 
which pays automatically. For CIP capital payments incurred, project managers and the Capital 
Payment Review Team must conduct a complete review and approval of each invoice package, 
including the Partial Payment Authorization (PPA) invoice cover form that includes review 
approvals and a checklist—verifying documentation, receipt of goods and services, and budget 
alignment—before the package is submitted to the Accounts Payable department for processing 
and payment.  
 
WMATA must report quarterly on the use of dedicated funds, as required by each Dedicated 
Funding Agreement for D.C.,5 Maryland,6 and Virginia.7 Reports include capital expenditures, 
jurisdictional contributions, fund sources aligned to projects, and the status of capital 

 
5 Agreement Between the Government of the District of Columbia and the Washington Metropolitan Area Transit Authority for Award and Use of Dedicated Funding Grant § 9, 
at 9. October 22, 2020. 
 
6 Washington Metropolitan Area Transit Authority Dedicated Capital Funding Agreement § 4, at 4. September 26, 2019. 
 
7 Washington Metropolitan Area Transit Authority Capital Fund Agreement § 5, at 8. May 1, 2019. 
 



 
 
 

  
 
   Background 

Page | 7 
 

 

investments. Annually, the Capital Investment Performance Evaluation program follows an 
evaluation cycle for completed projects and recurring programs. The program tracks how 
investments improve safety, reliability, and customer experience, translating lessons learned into 
actionable recommendations informing future investment decisions, enhancing operational 
performance, and increasing transparency.
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days of rail track outages) to have an approved project charter that documents the total 
project cost.   
 

3. Contract-Based Capital Expenditures - According to WMATA’s Accounting Manual and the 
related contract, capital expenditures should be supported by an approved Partial Payment 
Authorization, and the invoice amounts should be consistent with the terms, conditions, and 
authorized values of the approved contract and purchase order. 

 
4. Labor-Related Capital Expenditures - Under WMATA’s Indirect Rates Statement and Labor 

Hours Reports, OIG assessed whether fringe benefits, indirect burden, and overtime labor 
costs were supported by adequate documentation and reconciled to labor records and 
related capital expenditure amounts. 
 

5. Dedicated Funding Reporting Requirements - The Capital Funding Agreement and Dedicated 
Funding Agreements require WMATA to provide quarterly reports on capital investment 
progress and conduct annual evaluations of completed projects and recurring programs to 
assess performance outcomes and inform future investment decisions. 

 
In the 30 transactions sampled by OIG, the overall use of dedicated funding generally aligned 
with its intended purposes, and the transactions complied with relevant criteria. 
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Generally Accepted Government Auditing Standards (GAGAS) Statement 
 
We conducted this performance audit in accordance with generally accepted government 
auditing standards. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives. We believe that the evidence obtained provides a reasonable 
basis for our findings and conclusions based on our audit objectives.
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1. Management Alert: Audit of WMATA’s Cybersecurity Program – Critical 
Cybersecurity Vulnerabilities 

 
On May 17, 2022, OIG issued a Management Alert (MA) to advise WMATA leadership about 
critical cybersecurity vulnerabilities identified during its ongoing audit of WMATA’s Cybersecurity 
Program.11 OIG found at least three cybersecurity vulnerabilities that, if exploited, could expose 
WMATA’s network, data, and operations to cybersecurity attacks and cybersecurity threat 
actors. These cybersecurity vulnerabilities included the following:  
 

1.  
 
 

  
 

2.  
 
 

  
 

3.  
 
 

  
 
The MA included six recommendations to strengthen WMATA’s cybersecurity posture. As of 
September 30, 2026, WMATA has closed all six of the recommendations (see Table 3).  
 
2. Audit of WMATA’s Software Licensing Management  
 
On June 13, 2024, OIG issued an audit report evaluating the control over software licensing 
within WMATA’s Digital Modernization (DM) department.12 Software licenses come with specific 
terms and conditions that organizations must adhere to. Non-compliance can result in legal and 

 
11https://wmataoig.gov/wp-content/uploads/2023/05/MAR-OIG-Concerns-Over-Critical-Cybersecurity-Vulnerabilities-That-Remain-Unresolved-IG-Final_Redacted-
SECURED.pdf. 
 
12 https://wmataoig.gov/wp-content/uploads/2024/06/Audit-of-WMATAs-Software-Licensing-Management-IG-Final.pdf. 
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financial consequences. By tracking licenses accurately and efficiently, redundant or 
underutilized licenses can be identified and reallocated, potentially leading to cost savings. In 
addition, poor software license management can expose organizations to security risks, 
vulnerabilities, and susceptibility to cyber threats. The objective of this audit was to determine 
whether DM has established adequate controls to manage WMATA's software licenses.  
 
OIG found that DM lacked a centralized system for managing software licenses and instead relied 
on decentralized tools and manual processes. DM administered licenses through 34 Contracting 
Officer Technical Representatives without centralized oversight or standardized training, limiting 
its ability to coordinate license management and optimize software utilization. OIG also found 
that weaknesses in controls over purchase card transactions allowed staff to acquire IT assets 
without DM approval, violating policy. These findings demonstrated the need for WMATA to 
implement a robust MIS, centralize license management processes and training, and strengthen 
oversight of IT-related purchase-card transactions to improve efficiency and mitigate risks. 
 
WMATA’s software licensing management was funded by CIP projects CIP 0043 (Bus and Rail 
Scheduling and Operations Software Improvements), CIP 0357 (Cybersecurity Legacy Software 
Improvements), CIP 0390 (Web-Based Applications Maintenance), and CIP 0392 (Transit 
Systems Applications Maintenance). From the previously issued Year-Two Report to March 31, 
2026, approximately the amount of $34.3 million dollars has been expensed and remains 
unaudited13 (see Appendix C).  
 
The report included five recommendations for WMATA to address the findings and strengthen 
the program and operations. OIG recommended that WMATA implement a robust MIS, 
establishing centralized processes and training for license management, and strengthening 
controls over IT-related purchase card transactions. Management concurred with all findings and 
had begun corrective actions. OIG monitored progress through the Corrective Action Plan (CAP) 
process. As of September 30, 2026, WMATA has closed two of the recommendations (see Table 
3).  
 
3. Audit of WMATA’s Data Center Cost Optimization  
 
On April 10, 2025, OIG issued the Audit of WMATA’s Data Center Cost Optimization.14 The audit 
objective was to determine whether WMATA had implemented appropriate data center 
cost‑reduction initiatives and strategies. Data center cost optimization involves identifying and 

 
13 The extra amount expensed as of March 31, 2026, starting from the previously issued OIG IIJA audit report, remains unaudited since the audit report was issued. Conclusions, 
observations, and recommendations were based on tests completed as of this audit report’s issuance. 
14 https://wmataoig.gov/wp-content/uploads/2025/04/Audit-of-WMATAs-Data-Center-Cost-Opt-IG-Final_Redacted.pdf. 
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Summary of CIP Capital Expenditures Totals from 11/06/2023 to 03/31/2026 
 

Report 
 # 

Report Title 

Report 
 Issuance 

Date Project 
Project 

Description as of 3/31/2026 
2 Audit of 

WMATA’s 
Software 
Licensing 

Management  

6/13/2024 CIP 
0043_01  

Bus HASTUS 
Upgrade 

     6,142,465.10  

CIP 
0043_02 

Metro Access 
Trapeze 
Upgrade 

      144,177.00  

CIP 
0043_03 

BTRA Form 
Digit& 
ProccessAuto 

      391,362.72  

CIP 0357 Cyber Legacy 
Technology 

     15,204,235.84  

CIP 
0390_01 

Public Web - 
FY25 

     1,045,197.36  

CIP 
0390_02 

Intranet 
Applications - 
FY25 

      696,743.56  

CIP 
0390_03 

Program 
Management 
Web - FY25 

      125,004.21  

CIP 
0390_04 

SmarTrip - 
FY25 

     1,413,099.03  

CIP 
0390_05 

GOTRS/SSWP - 
FY25 

     1,266,806.48  

CIP 
0390_06 

Misc. Web 
Applications - 
FY25 

      422,532.78  

CIP 
0390_07 

Bus Support - 
FY25 

     1,221,940.40  

CIP 
0390_08 

GIS - FY25      1,430,355.43  

CIP 
0390_09 

SMS - FY25      1,080,480.28  

CIP 
0392_01 

AIM/TCI - FY25       612,925.59  

CIP 
0392_02 

PIDS - FY25      1,101,806.45  

CIP 
0392_03 

RPM - FY25       403,855.85  
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Report Fraud, Waste, or Abuse  
 
Please Contact: 
 
Email:   hotline@wmataoig.gov 
 
Website:  wmataoig.gov/hotline-form/ 
 
Telephone:  1-888-234-2374 
 
Facsimile:  1-800-867-0649 
 
Address:  WMATA 
   Office of Inspector General 
   Hotline Program 

  500 L’Enfant Plaza SW, Suite 800 
   Washington, D.C. 20024 

 

     




