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EXECUTIVE SUMMARY 
 
Washington Metropolitan Area Transit Authority’s (WMATA) Money Train is responsible for 
transporting revenue throughout the Metrorail System to WMATA’s Revenue Collection 
Facility for processing. For this reason, safety and security protocols are established by the 
Authority to protect revenue from loss and fraudulent conversion of cash and currency. As 
of April 2022, WMATA collects approximately 32 percent in cash of what was collected pre-
pandemic.  While collections are less now, cash and coin collections are still significant.  
 
The audit objectives were to determine whether WMATA has appropriate internal controls 
for safeguarding Metrorail cash collection and deposit processes, and to determine the 
effectiveness and efficiency of WMATA’s Money Train. 
 
During the audit OIG found the following: 

1. Inadequate separation of duties and opportunity for rail cash and cash deposit 
reconciliation management review;  

2. Inconsistent safeguard controls for security cameras;  
3. Inconsistent incident reporting and quality assurance practices; 
4. Missing safety assessment;  
5. Revenue cash collections policies and procedures were followed but revenue and 

equipment were still exposed; and  
6. Background checks not performed or were not documented. 

WMATA’s Money Train collection and deposit internal controls are in place; however, 
opportunities exist for improvements in internal controls pertaining to the safeguarding of 
cash, adhering to cash collections policies and procedures, management review of rail cash 
reconciliation, and background checks. 

The safety of the Revenue Collection Technicians and riders, who may be near or around 
the collections process, could be at risk and the risk of potential theft concerns OIG if proper 
controls are not in place during the transport of cash. In addition, if incidents are not 
consistently reported, safety risks can continue if they are not properly documented. Strong 
internal controls for cash collection and revenue processing are necessary to ensure that 
management objectives are achieved and to prevent or detect improper activities. Relying 
on a single employee to complete the monthly rail cash reconciliation and deposit reports 
causes inaccurate accounting records, variances not being resolved or reliable, loss of 
funds due to human errors, bank errors, undetected possible asset misappropriation, or 
risk of fraud/theft. OIG identified $1.7 million in variances where the document support was 
partially provided, or not attached to the reconciliation to explain the variance. In addition, 
OIG sampled 12 collection facility employee files and found only one completed 
background check in the file. OIG was advised that they would not be in those files, but 
ultimately WMATA could not provide any documentation supporting a background check. 
Without appropriate employee background controls, WMATA does not have assurance of 
a clean background check for employees. This risk can affect the revenue cash collection 
process. 
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ABBREVIATIONS AND ACRONYMS 

AFC Automatic Fare Collection 

APTA American Public Transportation Association  

CBA Collective Bargaining Agreement  

CCTV Closed-Circuit Television 

FCRA Fair Credit Reporting Act 

GAO U.S. Government Accountability Office  
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RCF Revenue Collection Facility  

RCT Revenue Control Technician  
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RPT Revenue Processing Technician 

SRS Systems Requirement Specification 

WMATA Washington Metropolitan Area Transit Authority  
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What is WMATA’s Money Train?  
WMATA’s Money Train is used to transfer cash to and from rail stations. The Money Train 
personnel transfer a designated amount of bills, coins, and fare media (“SmartTrip” cards).  
 
Departments and Divisions Responsible for Cash Collection and Deposits  
  
 WMATA Office of the Treasurer: Is responsible for the collection and processing of 

revenue, investment of excess cash, debt issuance and management, financial risk 
management, fare media sales and distribution, all insurance activities, and the 
implementation of fare media (SmartTrip) related technology projects. Several offices 
located in Treasury are responsible for revenue collection, revenue processing and 
reconciliation, and control of WMATA’s revenue.  

 
Revenue Operations is responsible for revenue collection, processing and depository 
services, systems technology, revenue capital programs, and revenue maintenance, 
engineering, and equipment. 

 
- Revenue Collections Office: Plans, directs, and manages the collection and 

transportation of parking meters, rail, bus, and lost & found revenue. This team 
works in collaboration with Revenue Processing, Fare Media Services, Revenue 
Controls, and System Maintenance to ensure maximum automatic fare collection. 
 

- Revenue Processing (Coin Room): Directs and manages the activities for 
receiving, processing, and depositing of rail, bus, and parking revenue. Revenue 
Processing works in collaboration with Revenue Collections, Fare Distribution, and 
Revenue Control managers to receive, distribute, and reconcile revenues.  
 

- RCF Maintenance: Performs the maintenance, repair, engineering, and 
procurement of revenue collection and processing equipment associated with the 
RCF, bus garages, and rail system. This team facilitates the maintenance, repairs, 
and construction within the RCF Building. 

 
Treasury Operations provides the oversight and coordination of activities within the 
scope of capital markets, banking operations, and revenue controls. 

 
- Reconciliations & Controls: Responsible for the reconciliation of passenger cash 

and credit card receipts. The office supports the implementation of the Revenue 
Management System (RMS) for rail and bus cash revenue reporting and oversees 
merchant card processor technology initiatives and payment card industry audits. 
RMS automates the Metrorail cash reconciliation to compare the cash “read” at the 
fare vendor machines, and the cash counted at RCF. Daily, a reconciliation report is 
run in RMS, and any variance above an established threshold is researched for 
resolution and/or a reason is identified for the variance.  
 

BACKGROUND 
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 Office of Systems Maintenance – Automatic Fare Collection System: Responsible 
for the maintenance, repair, and installation of fare collection and parking lot equipment. 
Maintenance coverage is provided during all revenue hours for farecard vendors, exit 
fare machines, passenger gates, system-on-chip computers, parking meters, SmartTrip 
dispensers, parking lot counters, and telemetry equipment. 
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or investigation. 
 
For 10 of 10 (100%) rail cash reconciliation report packages and 10 of 10 (100%) rail cash 
deposit reconciliations tested, there was no documentary evidence that the reconciliations 
were reviewed by supervisory personnel independent of the employee who prepared the 
reconciliation.  
 
According to the Government Accountability Office1 (GAO) and Committee of Sponsoring 
Organizations of the Treadway Commission,2 management should design control activities 
to achieve objectives and respond to risks. Examples of common categories of control 
activities include:  
 

• Reviews by management at the functional or activity level. 
• Segregation of duties. 

 
Management should perform ongoing monitoring of the design and operating effectiveness 
of the internal control system as part of the normal course of operations. Ongoing 
monitoring includes regular management and supervisory activities, comparisons, 
reconciliations, and other routine actions. Ongoing monitoring may include automated 
tools, which can increase objectivity and efficiency by electronically compiling evaluations 
of controls and transactions. 
 
Segregation of duties is a commonly used and widely accepted business practice, which 
entails dividing or segregating key duties and responsibilities among different people. 
 
GAO’s Standards for Internal Control in the Federal Government1, Section 10.03 states, 
“Management divides or segregates key duties and responsibilities among different people to 
reduce the risk of error, misuse, or fraud. This includes separating the responsibilities for 
authorizing transactions, processing and recording them, reviewing the transactions, and 
handling any related assets so that no one individual controls all key aspects of a transaction 
or event.” 
 
GAO’s Executive Guide: Best Practices in Achieving Consistent, Accurate Physical Counts of 
Inventory and Related Property, dated March 20023, states, “In situations where segregation 
of duties is not practical or cost-effective, other controls should be employed to mitigate the 
recognized risk. Such mitigating control procedures include blind counts . . . increased 
supervision and applying dual control by having activities performed by two or more people.” 
To mitigate against the risk, the person performing the physical count should not be involved 
in custodial activities such as ordering, receiving, and storing physical assets. 
 
The Reconciliation Manager stated there was attrition during COVID-19 and that only she, 
primarily, and another employee could perform the reconciliation for rail cash, but the other 
employee was on extended leave. In addition, there was no formal training on the 
segregation of duties. The Reconciliation Manager stated it took two years to fully 
understand the reconciliation process. 

 
1 Standards of Internal Control in the Federal Government (September 2014) - Principle 10 Design Control Activities.  
2 COSO Internal Control – Integrated Framework (May 2013). 
3 GAO Executive Guide – Best Practices in Achieving Consistent, Accurate Physical Counts of Inventory and Related Property (March 2002) – Key Factor 5. Maintain 
Segregation of Duties. 
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OIG observed that relying on a single employee to complete the monthly rail exception and 
deposit reports causes a two-week to three-month gap in the reconciliation process and 
causes it not to be consistently performed. Such delays can result in inaccurate financial 
reports provided to WMATA management and its stakeholders. Transactions may not be 
completed timely or accurately recorded in the accounting records, and variances may not 
be resolved timely. Loss of funds could have resulted due to human errors, bank errors, or 
undetected asset misappropriation. 
 
Exception Reporting 
 
According to WMATA’s Revenue Control Technician Manual, a rail revenue package is 
created based on the revenue collected, processed, and prepared for change coin 
replenishment and deposit. The supervisor prints the revenue package report from the 
reporting system. The Revenue Control Technician picks up the daily rail revenue package 
and reviews the report, noting any comments or remarks that may impact the exception 
reporting process.  
 
For the purpose of rail exception reporting, a variance is defined as an overage or shortage 
for a specific vendor and revenue date greater than positive or negative $20. The variance 
is the difference between the value counted, which reflects the amount of cash in the vendor 
stacker counted by Revenue Processing, and the value accepted (read) from the fare 
vendor machines, which reflects the sum of cash in the vendor stacker from one service 
date to the next service date. In many cases, the value accepted matches the value counted 
within the +/- $20 threshold and, therefore, will not populate as an exception.  
 
There are nine codes that result in a variance outside of the +/-$20 threshold and require 
review: 
 

-  Codes 1 through 4 – Register Errors. A register error indicates that Revenue Control 
believes that a hardware or software issue resulted in an inaccurate fare vendor read. 

 
- Codes 5 and 6 – Timing Differences. Code 5 represents a Currency Processing 

System (CPS) count with no corresponding NextFare read. A Code 6 represents a 
NextFare read with no corresponding CPS count. 

 
- Code 7 – Processing and Logistic Errors. A Code 7 indicates that the NextFare 

read or the CPS count data was misaligned across one or more fare vendors. 
 
- Code 8 – Irregular Timing Differences and Signal Issues. A Code 8 is typically 

assigned to discrepancies generated by irregular timing differences or fare vendor signal 
issues. 

 
- Code 9 – Unresolved Discrepancies. A Code 9 typically indicates that a CPS count 

shortage could not be resolved with Codes 1-8. Only the Revenue Control Supervisor can 
assign a Code 9. 
 
According to policy, exception reporting shall be conducted for each revenue date, including 
weekend/holiday emergency servicing. All exceptions for each revenue date shall be coded 
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Table 2 – Cash Deposit Reconciliation Variance Breakout for Sample 
Reconciliations Tested 

 
# Cash Deposit 

Reconciliation 
Total Rail 
Revenue  
(Total Rail 

Deposit in Bank+ 
Total Cash for 
RCF Vault + 

Check Deposits) 

Rail Revenue 
Report (Total 

Rail Cash 
Count) 

Variance Amount 

1 January 2020 $7,828,823.59 $9,573,358.73 ($1,739,510.14) 
2 June 2020 $2,025,810.40 $1,975,810.40 $50,000.00 
3 January 2022 $2,940,399.70 $2,935,299.70 $5,100.00 

Net Aggregate Variance Amount: ($1,684,410.14) 
 
Limitations of Maturing Fare Vendor Machines 
 
OIG questioned instances in the rail cash reconciliation where there was an exception 
because of partial “reads” when compared to actual cash “counts.” In these instances, the 
total rail cash “read” is eventually recorded for the rail cash reconciliation, but there is a 
time delay. Treasury is aware of the limitation of the fare vendor machine equipment and 
knows from historical past instances why the report is only partially “reading” the rail cash 
amount. For example, for maturing fare vendor machines, sometimes, if the machine is 
serviced for cash collections in the morning versus the afternoon, the “read” is 100% 
accurate in the morning but not accurate in the afternoon. As a result, Treasury makes a 
note, but leaves the exception “as-is.” Also, when speaking with Automatic Fare Collection 
(AFC) personnel about the partial “reads” and what could be done to mitigate this exception, 
OIG was told there could be potential repairs to the Bill Stackers and the two components 
that make up the Bill Stackers, which are the “Cash Box” and “Bill Validator.”  
 
According to WMATA’s System Maintenance Control Policy Manual, keeping systems and 
their components in top operating condition requires extensive maintenance at scheduled 
intervals and expeditious repair when failures occur. Organizational maintenance consists 
of the on-equipment tasks necessary for day-to-day operations, including inspection and 
servicing and remove-and-replace operations for failed components (including line-
replaceable units). Organizational maintenance is normally conducted by Automatic Fare 
Collection System. 
 
AFC personnel stated that they have been meeting with Office of the Treasurer for input on 
a new fare vendor machine contract, which could impact Treasury’s rail cash reconciliation 
or cash collection scheduling, but it was not clear whether defined requirements will be 
incorporated in the fare vendor machine contract.  
 
Using inefficient equipment and technology will result in potential lost revenue from 
malfunctioning equipment, and reliability issues with identified exceptions not being 
properly validated or reviewed by management. (As noted, for the rail cash and cash 
deposit reconciliations tested, $1.7 million4 in exceptions were identified). 

 
4 OIG has concerns over the variances/exceptions observed during substantive testing. OIG will do a detailed review of the cash reconciliation in a future audit. 
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Recommendations 
 
OIG recommends the GM/CEO: 
 

1. Update and implement revenue control policies and procedures requiring 
supervisory review for rail cash and deposit reconciliations. 
 

2. Develop and implement separation of duty controls, including appropriate risk 
mitigation strategies. 

 
3. Incorporate training and additional provisions in existing policies and procedures 

that address the segregation of duties. 
 

4. Document clear requirements for the new fare vendor machine contract that impact 
the rail cash reconciliation, and make sure they are incorporated into the new fare 
vendor machines.  
 

5. Address the lack of staffing associated with the reconciliation of rail cash. 
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Finding 3  
 

Inconsistent Incident Reporting and Quality Assurance Practices 
 
For revenue protection, there were inconsistent incident reporting and quality assurance 
practices. These inconsistent practices occurred because incident reporting and periodic 
quality assurance reviews were not clearly defined as deliverables and/or milestones that 
should be provided to WMATA by the contractor according to the contract. The personal 
safety of the RCTs and riders could be at risk and there is the risk of potential theft if 
incidents are not consistently reported. 
 
Incident Reporting 
 
According to Metro Transit Police procedures for reporting security-related incidents, once 
the contracted security officer is notified of a security-related incident, the officer will 
immediately notify Metro Transit Police Communications to conduct a preliminary 
investigation. The contracted security officer will take all necessary actions to mitigate the 
incident. Upon instruction from a Treasury supervisor and contracted security officer project 
manager, the officer will submit a written report concerning the incident without delay. Also, 
all security-related incidents that may be of concern to revenue protection will immediately 
be brought to the attention of the on-duty contracted security officer supervisor. In case of 
an incident that requires immediate attention, personnel are advised to call Metro Transit 
Police Communications.  
 
According to the terms of WMATA’s Security Officer Services contract, supervisors will be 
equipped with a device for electronic monitoring and reporting. The device is not just an 
incident management system, but a comprehensive workforce management solution with 
artificial intelligence technology at its core. It allows for customized reports, analytics, and 
meeting tracking with WMATA leaders and ensures contract compliance is adhered to at 
all times.  
 
OIG found that the device was not being used as required. 
 
Quality Assurance 
 
For the WMATA internal quality assurance audits, WMATA’s security program is reviewed 
regularly to ensure the contractor is meeting its everchanging needs and performance 
measurements, such as addressing incidents and monitoring training requirements. 
 
The incident reporting between Metro Transit Police and its contracted Security Officers 
was inconsistent with the requirements of the contract and Metro Transit Police policies 
and procedures. According to the contract, Security Officers were supposed to report 
incidents in real-time through an electronic app. The electronic app provides real-time 
communication and insight to better protect people and assets. However, no evidence was 
provided that the app was being used or that there was a quality assurance process 
performed that included a review of actual incidents and training requirements.  
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Recommendation 
 
OIG recommends the GM/CEO: 
 

7. Reevaluate the current process for incident reporting and quality assurance 
measures outlined in the MTPD Security Services contract.    
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Finding 4 
 

Missing Safety Assessment 
 
The safety assessment for WMATA’s Money Train was missing. According to WMATA’s 
Safety Risk Management Implementation Playbook, a safety assessment is required. OIG 
was advised that the original safety assessment was not retained. This is important to 
ensure the safety of Money Train personnel and WMATA funds. 
 
According to the WMATA Department of Safety’s Safety Risk Management Implementation 
Playbook, in partnership with the assigned Safety Risk Coordinator (SRC), the Senior 
Safety and Risk Program Specialist and Safety Risk Management (SRM) Program 
Specialist should facilitate a series of brainstorming sessions with representation from 
across the department (a combination of frontline workforce and department management) 
to discuss the safety risks, issues, or concerns that exist in their department. The Senior 
Safety and Risk Program Specialist, the SRM Program Specialist, and the applicable SRC 
sort through all the recorded feedback from the brainstorming sessions. Grouping similar 
feedback together to determine the key themes that exist. Each theme is then used to 
define the department’s top Safety Risks in terms of “who” is exposed to “what.” 
 
Since OIG could not obtain the original safety assessment and a new assessment was not 
completed, we could not determine whether the playbook instructions were implemented 
as part of the assessment. 
 
In addition to the missing assessment, various stakeholders within WMATA indicated that 

 money train “seemed unsafe” and that the train should be 
“inconspicuous”. 
 
Recommendation 
 
OIG recommends the GM/CEO: 
 

8. Either find the original safety assessment or conduct a new safety risk assessment.  
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For 7 of 17 rail stations tested, procedures were followed, but it appeared that revenue and 
cash equipment were still at risk of being exposed. The following were the observations: 
 
 RCTs walked away from open fare vendor machines or exposed bill stackers that were 

placed on ground, or on top of transfer cart at 4 rail stations.  
 Security Officer was not at an appropriate distance during fare vendor servicing at 3 rail 

stations.  
 Fare vendor machines were not open next to each other or were open 3 or more at time 

at 3 rail stations.  
 

Although there were complete policies and procedures for revenue cash collection for the 
“Money Train” and “Processing” phases for both Office of the Treasurer and Metro Transit 
Police, complete guidance was lacking for the “Tour” phase and AFC Vendor Servicing.  
 
Strong internal controls for cash collection and are necessary to make sure that 
management objectives are achieved and to prevent or detect improper activities. Also, it 
will prevent potential incidents and violations from occurring. Policies and procedures 
established by management will increase organizational accountability and transparency, 
maintain the integrity of financial data, and protect employees from inappropriate 
mishandling of cash and currency by defining their responsibilities. Employees who do not 
comply with cash collection and processing policies will hinder WMATA’s efforts to prevent 
or detect losses due to fraud, waste, and abuse. 
 
Recommendation 
 
OIG recommends the GM/CEO: 
 

9. Update the Revenue Collection Policy and Procedures for more detailed RCT and 
Security Procedural guidance.  

10. Conduct refresher training for Cash Collections “Tour” Phase for RCT Personnel and 
Security Officers.  
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Finding 6 
 

Background Checks Not Performed and Documented 
 
OIG reviewed the personnel files for 12 revenue cash collection employees to determine 
whether background checks were completed. We found that only one employee file 
contained documentation of a background check. WMATA policies and procedures 
required background checks for initial hire and change in position; however, WMATA 
policies were not followed or enforced. We were advised by WMATA that the background 
checks were completed, but they could not provide OIG with evidence of the checks for the 
other 11 employees. 
 
WMATA Policy and Instruction 7.2.3/3 (dated May 27, 2022) – “Criminal Background 
Checks requires WMATA to “conduct background checks to promote a safe and secure 
environment for all Metro employees, customers, and the general public.” The Chief People 
Officer will obtain an employee’s one-time consent on an approved authorization or at the 
time of hire, allowing Metro to conduct a background check. In addition to the pre-
employment check, background checks may be conducted for employees who are being 
transferred, promoted, or demoted into a position with heightened background check 
requirements.” 
  
For 11 of the 12 RCF employee files tested for background checks for initial hire or change 
of position, background checks were not documented in the employee file. Hence, OIG 
could not validate if the background checks were performed. 
 
This is important because the job of RCF Personnel requires the safe transport and 
processing of currency and coins. Without appropriate employee background controls, 
WMATA does not mitigate risks related to revenue cash collections.  
 
Recommendation 
 
OIG recommends the GM/CEO: 
 

11. Determine whether or not to conduct new criminal background checks for all RCF 
Personnel as required by policy. 
 

12. If the background checks were never completed, determine why the policy was not 
followed. 
 

Response Due Date 
 
Please respond directly to OIG addressing each recommendation made by June 12, 
2023. 
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SUMMARY OF MANAGEMENT’S RESPONSE 
 
OIG received WMATA’s comments on June 12, 2023 (Appendix C). WMATA management 
generally concurred with all the findings and recommendations. The Executive Vice 
President/Chief Financial Officer (EVP-CFO) and the Executive Vice President/Chief 
Operating Officer (EVP-COO) have initiated corrective measures for the recommendations 
in this report. OIG considers management’s comments responsive to the 
recommendations, and the actions taken or planned should correct the deficiencies 
identified in the report. 
 
For recommendation 7, clarification was required for Metro Transit Police’s incident 
reporting and quality control review processes for revenue protection contracted guard 
services and the recommendation was updated in the final audit report. WMATA 
management agreed to reevaluate the current process for incident reporting and quality 
assurance measures outlined in the Metro Transit Police Security Services contract. OIG 
followed up for the estimated completion date for this recommendation and WMATA 
management provided the estimated completion date to be 12/31/2023.  
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 Reviewed cash handling best practices across industry and compared with WMATA’s 

existing practices. 
 

 Performed site visits at the Revenue Collection Facility and observed employees as 
they performed their tasks and responsibilities at the location.  
 

 Monitored Revenue Collection Facility and mezzanine fare vendor and exit fare gate 
closed circuit television video footage to determine compliance with written policies and 
procedures. 
 

 Observed RCTs and the security contractor team as they performed cash collection 
responsibilities during their assigned tours at designated Metrorail stations. 
 

 Conducted onsite review of WMATA’s Money Train and observed the cash collection 
process from the Revenue Collection Facility to designated metro stations. 

 
Generally Accepted Government Auditing Standards (GAGAS) Statement 
We conducted this performance audit in accordance with generally accepted government 
auditing standards. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. We believe that the evidence obtained provides 
a reasonable basis for our findings and conclusions based on our audit objectives. 
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TO REPORT FRAUD, WASTE, OR ABUSE 
 
Please Contact: 
 
Email:  hotline@wmataoig.gov 
 
Website:  wmataoig.gov/hotline-form 
 
Telephone:  1-888-234-2374 
 
Facsimile:  1-800-867-0649 
 
Address:  WMATA 
   Office of Inspector General 
   Hotline Program 

  500 L’Enfant Plaza SW, Suite 800 
            Washington D.C., 20024 

 




